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Secure by Design in the

Cloud: GitLab Dedicated
for Government

The most comprehensive, developer-preferred DevSecOps
Platform as a single-tenant SaaS deployment

The Challenge

Enterprises and organizations in regulated industries must adhere to stringent security and compliance standards
when transitioning to cloud environments. Shared-tenancy SaaS solutions lack the necessary isolation, data
residency, and protection required for compliance. Those seeking a comprehensive DevSecOps solution in the
cloud have limited platform options that enable secure cloud service adoption through FedRAMP authorization.

The Solution

GitLab is now listed on the FedRAMP marketplace, which marks a significant step in GitLab’s journey to deliver

modern and scalable cloud-based solutions to public sector organizations. GitLab Dedicated for Government
provides all of the benefits of an enterprise DevSecOps platform, with an added focus on data residency,
isolation, and private networking to meet compliance needs. GitLab Dedicated for Government offers the
GitLab DevSecOps Platform as a single-tenant SaaS deployment completely managed by GitLab — giving
customers the flexibility and efficiency of a SaaS solution while meeting the most complex compliance
standards and maintaining operational excellence. This allows customers to focus on releasing software
instead of spending time on upgrades, managing environments, or worrying about availability.

Full data and source
code IP isolation

Meet regulatory
and compliance
requirements
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Data protection and
isolation through
private networking
Establish secure
communications with
your DevSecOps
platform
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High availability
and scalability
Custom architecture
and disaster recovery
plan as per your
requirement
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Software supply
chain visibility
Generate and analyze
a dynamic software
bill of materials
(SBOM)
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Secure by default
Security is integrated
throughout the
software development
lifecycle
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Accelerated team
onboarding and
adoption

GitLab Dedicated for
Government scales
to your organization’s
requirements, without
the need for lengthy
setup processes or
complex onboarding.
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Full control over
your data

Bring your own key to
encrypt data stored in
GitLab
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Advanced security
testing

GitLab provides full
security scanner
coverage with SAST,
DAST, container
scanning, and SCA
features to protect
against emerging
threats.
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Fully managed and
deployed by GitLab
Zero platform
maintenance overhead
with access to the latest
software versions
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Scale

GitLab’s reference
architecture provides
granular components
to be scaled and
customized for the
required scale of your
SDLC
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One platform for software innovation

The GitLab DevSecOps Platform brings the entire software
development lifecycle into a single application, empowering
organizations to move from idea to customer value, efficiently.

Make developers more Measure productivity
productive to deliver to eliminate waste and

better products, faster increase operational
L efficiency

Secure the software Accelerate cloud
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GitLab enabled GitLab enabled
87% improved delivery of "NatWest Group is adopting GitLab
development 427% ROI Dedicated to enable our engineers

. to use a common cloud engineerin

and delivery mon gineerng
.. 7 platform; delivering new customer

eff|C|ency time & colleague outcomes rapidly,

frequently and securely with high
Source: GitLab-commissioned 2022 Forrester Consulting Total Economic Impact™ of . .
GitLab's Ultimate Plan. 427% over the first three years of deployment to revenue-generating quallty, automated teStlng, on demand

pplcetions fora compostie praznizzton infrastructure and straight-through
deployment. This standardized and
simplified DevOps capability will
Get started with significantly enhance the experience
GitLab Dedicated of working as an engineer at our bank
- facilitating collaboration, improving
productivity and unleashing creativity
compliance, and planning in a dedicated deployment via a ‘single-pane-of-glass’ for

model - completely managed by GitLab. software development.”

GitLab Dedicated includes all the capabilities of GitLab
Ultimate essential for organization-wide security,

- Adam Leggett, Platform Lead -
Engineering Platforms, NatWest
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